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Software Services
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Individual

Social

Isolated

Not much content

generation

Collaborative

Huge amount of  artifacts

generated anywhere anytime
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Data pervasive

Long product cycle

Experience & gut-feeling

In-lab testing

Informed decision making

Centralized development

Code centric

Debugging in the large

Distributed development

Continuous release

… …



‘Big’ Software Data!!

Use Data Science to find the answers



Code Bug E-Mail/Chat User Reviews Others

Software Archive

Manager

Project

Architect

Developer

Tester

User

Record all project related 

activities and archive it



Manager

Project
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User

Record all project related 

activities and archive it



Analyze software data 

Make informed 

data-driven decisions

Code Bug E-Mail/Chat User Reviews Others

Software Archive

Supporting decision making using facts instead of  fortune tellers!
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Runtime traces

Program logs

System events

Performance 
counters

…

Usage log

User surveys

Online forum posts

Blog & Twitter

…

Source code

Bug history

Check-in history

Test cases

…
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Developer

Tester

Program Manager

Usability engineer

Designer

Support engineer

Management personnel

Operation engineer
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Languages

Automatic Bug 

Finding Tools 

Best Coding 

Practices

Team Process

Type System, 

Memory Management

Program Analysis, 

Testing

Code Reviews

Development 

Processes

Assertions (invariant 

checking), Code reuse



Languages

Automatic Bug 

Finding Tools 

Best Coding 

Practices

Team Process

Does a choice of   language affect 

code quality? 

Do automatically generated unit 

tests find real faults? 

How does API evolution 

affect code quality?

What kinds of  bugs are caused 

by copy-paste?



Languages

Automatic Bug 

Finding Tools 

Best Coding 

Practices

Team Process

Use data science to 

find the answers

Get Insights for 

future directions



Languages

Automatic Bug 

Finding Tools 

Best Coding 

Practices

Team Process

A choice of  language matters more 

for specific error categories than it 

does for overall defects [FSE’14]

Automatically generated tests 

effectively find real faults 

[ASE’15]

Aggressive API update leads 

to bugs and delayed adoption 

in client code [ICSM’2013]

Incorrect adaptation of  copied 

code introduces bugs [ASE’13]



Languages

Automatic Bug 

Finding Tools 

Best Coding 

Practices

Team Process

Design new algorithms and 

build tools (e.g. Static analysis 

tools, bug prediction tools, 

testing strategies) that can 

address the empirically found 

problems.
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Software 

Users

Software 

Development 

Process

Software 

System 

•Covering different areas 

of  software domain

•Throughout entire 

development cycle

•Enabling practitioners 

to obtain insights
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Software 

Users

Software 

Development 

Process

Software 

System 
Vertical

Horizontal

Mining Software 

Repositories

Analyzing textual 

software artifacts

Defect Prediction/

Automated debugging

Recommendation 

System

Search Based Software 

Engineering

Technique

Application



Mining Software 

Repositories

Analyzing textual 

software artifacts

Defect Prediction/

Automated debugging

Recommendation 

System

Search Based Software 

Engineering

Week 2-3

Week 4-5

Week 6-7

Week 8-9

Week 10-11

Project Presentation

Quiz 1

Quiz 2

Project

Proposal

Midterm 

Project report

Final

Project report
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Software 

Users

Software 

Development 

Process

Software 

System 
Vertical

Horizontal

Mining Software 

Repositories

Analyzing textual 

software artifacts

Defect Prediction/

Automated debugging

Recommendation 

System

Search Based Software 

Engineering

Technique

Application



Bugzilla GitMailinglist Crashes

fixed 

bug

discussions
Buggy change &

Fixing change
Field 

crashes

• Estimate fix effort

• Mark duplicates

• Suggest experts and fix!

When a new bug is reported



Bugzilla GitMailinglist Crashes

fixed 

bug

discussions
Buggy change &

Fixing change
Field 

crashes

• Suggest APIs

• Warn about risky code or bugs

• Suggest locations to co-change 

When code is changed 





Text data contains useful information, 

much of which is not in structured data.



linux/drivers/scsi/in2000.c:

static int in2000_bus_reset(…){   …

reset_hardware(…); 

…

}

No lock acquisition ⇒ A bug!

linux/drivers/scsi/in2000.c:

/* Caller must hold instance 

lock! */

static int reset_hardware(…) 

{…}

Tan et al. “/*iComment: Bugs or Bad Comments?*/”, SOSP’07



Sridhara, Pollock, Vijay-Shanker. Automatically Detecting and Describing High Level Actions within Methods. ICSE 

2011



/* We need to acquire the write IRQ lock before calling ep_unlink(). */

/* Lock must be acquired on entry to this function. */

/* Caller must hold instance lock! */













A. E. Hassan and T. Xie: Mining 

Software Engineering Data

Duplicate?

Assigned To: ?

Anvik, Hiew, Murphy. Who should fix this bug? ICSE 2006.

Wang, Zhang, Xie, Anvik, Sun. An Approach to Detecting Duplicate Bug Reports using Natural Language and Execution Information. 

ICSE 2008.



A HCP should not change 

patient’s account.

An [subject: HCP] should not [action: 

change] [resource: patient’s account].

ACP Rule

EffectSubject Action Resource

HCP UPDATE 

- change

patient’s 

account
deny

Linguistic Analysis

Model-Instance Construction

Transformation

Xiao, Paradkar, Thummalapenta, Xie. Automated Extraction of  Security Policies from Natural-Language Software Documents. FSE 2012.











Must show value before 

data quality improves

Correlation vs. 

Causation
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